
Introduction
Offensive cyber operations, cyber intelligence-gathering, and other aggressive cyber activities are increasing in 
sophistication, magnitude and quantity and are becoming stealthier. A practical, proactive strategy for any 
organisation is to align its cybersecurity approach with counterintelligence (CI) practices, thereby adopting and 
investing in cyber counterintelligence (CII).  
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Problem Statement
CCI is an emerging multi-disciplinary field that 
lacks a well-defined and clear categorisation of the 
CCI Job Roles
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Objective
To identify CCI Job Roles logically and 
categorically – organised according to the CCI 
Dimensions and Functional Areas.

A 5-step mapping process

Approach - Identifying Job Roles Job Roles – Offensive CCI 
(Neutralisation)

Conclusion
A 5-step mapping process for identifying Job Roles, using a NICE Framework as a base framework, was used.
The results are limited to the Job Roles for one Functional Area; nine (9) Job Roles appropriately matched the 
Functional Area Neutralisation’s purpose and functions. Future work will involve the identification of Job Roles 
for passive defensive CCI – detection, Active Defensive CCI – Deterrence and Passive – Offensive CCI – 
Detection and Deception.
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